
Cyber Hermes:
vCISO Service Sheet



Virtual CISO is an exclusive service by Cyber Hermes, allowing you to quickly bring
your security program up to speed, even if you don't have any. By utilizing the
famous Pareto principle, we will help you to achieve maximum results, and prepare
your company for autonomous security operations in the minimal amount of time.

Definition of success:
✓ There is a clear understanding of the company top cyber risks
✓ There is a minimal set of security policies for the external compliance purposes
✓ The first security teammembers are hired and ready to work on the approved

roadmap
✓ There is at least a general awareness of common security problems among

the employees and the executive team
✓ Quick wins and low-hanging fruits are identified and implemented

Sample six-month plan:

Week 1:Meeting with the C-suite, identifying the main pain points and agreeing on
the scope
Week 2: Studying documentation, business and regulatory context
Week 3-5: Conducting individual interviews for an internal risk assessment
Week 6: Concluding the risk assessment, preparing a report
Week 7: Presentation of the top risks and a roadmap for the next 3-6 months
Week 8: Proposal for the structure of the team and a budget/hiring plan
Week 9: Providing the job descriptions and preparing for the interviews
Week 10: Start of the hiring process (until success)
Week 11-12: Two security awareness sessions (executive & general)
Week 13-17: Focus on the quick wins
Week 18-26: Preparation of the minimal security compliance documentation

Extra activities: response to the external requests, meetings with the teams, ongoing
consulting



About Cyber Hermes

Cyber Hermes OÜ is an Estonian cybersecurity company
specializing in cyber crisis management, and specifically

ransomware research, negotiation and prevention.

We help companies to build their first security programmes,
prepare for a security incident, and in case the worst case scenario

already happened, minimize the impact of the breach.

Headquarters
Sepapaja tn 6, Tallinn, 15551, Estonia

Email: info@cyberhermes.com

In a cyber emergency?
Our 24/7 response team:

urgent@cyberhermes.com

Follow us
Linkedin: https://www.linkedin.com/company/cyberhermes

Twitter: @cyberhermescom
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